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Abstract

The new symmetrical algorithm avoids the key exdgeabetween users and reduces the time taken famitrgption,
decryption, and authentication processes. It opsrat a data rate higher than DES, 3DES, AES, UMMRRC2 and
RC6 algorithms. It is applied on a text file andiarage as an application. The encryption become® rmecure and
high data rate than DES, 3DES, AES,UMARAM,RC2 ar€@6RA comparison has been conducted for the etioryp
algorithms like DES, 3DES, AES, UMARAM, RC2 an&®at different settings for each algorithm sucldiéferent
sizes of data blocks, different data types, battggwer consumption, different key size and finally
encryption/decryption speed. Experimental resukisgiven to demonstrate the effectiveness of elydrithm.

Keywords: Plaintext; Encryption; Decryption; S-Box; Key wgithg; Outside attack; key generation for Proposed
Algorithm.

1. Introduction authentication protocol used in WLAN). Each company
. . sends its title with each message. The outsidelattean
]\c/;/;rtzlsetss rlc;\c/)v?r?l ?éiﬁnc':llgwiv:srk IEV\i/sL'?oNgn:js ignteh é?ge:heuse this fixed plaintext, company-title, and entegotext
buildin g colleg es univergf]sitie.s and in many oteblic of that title to obtain the key used in WLAN. Thetside
9s, ges, S Any attack can also appear as a fox because he/shige dan

areas [1]. The security in WLAN is based on .

use a computer on the WLAN to send an important

cryptography, the science and ar_t of tranSfOrmmr%essage to someone because there are some troubles
messages to make them secure and immune to atigick

L . - Pis device while his device is still open to takeapy
authenticating the sender to receiver within theAML from the encrypted message. The plaintext and ptexy

There are a lot of symmetric-encryption algorithused €t aré known. He can obtain the key used forgiin

in WLAN, such as DES [2][11], TDES [3], AES [4],and decryption processes easily. The authentication

tocols have been used for authentication and key
CAST-256,RC6 [5][7] and UMARAM[6]. In all these P'°
algorithms, both sender and receiver have usegahee ©Xchange processes, such as EAP-TLS [8][13], EAP-

: . : TTLS [9], and PEAP [10]. The attacker can be aliteal-
-IT-?;\ f;)trtaecnkirygpr;u(t);ea:edcgﬁt(;r)g;t{;)vrl Ap\lr\logee;seensdr(e)ﬁmwgm user and he/she will be accepteq to access theorletw
the function of the computer system in WLAN aafter the success of authentication and key exehang
providing information (such as company title, thatad Processes.
type can be transferred in WLAN, and the algoritrand
He will act as an evil to analysis the data-excleatw 2. Proposed Symmetrical Algorithm
eavesdrop or act as man-in-the middle. The proposed
algorithm will avoid key-exchange, the time takesr f This new symmetrical encryption algorithm[22] was
authentication process, and it will avoid the fdtd} designed by G.Ramesh etal. in the year 204 Glock
The hacking is the greatest problem in the wirelesal encryption algorithm is proposed in this approdaohthis
area network (WLAN). Many algorithms like DES,Algorithm[22], a series of transformations haverbesed
3DES, AES,CAST, UMARAM[20], RC2 and RC6 havedepending on S-BOX, XOR Gate, and AND Gate. The
been used to prevent the outside attacks to eayesdr proposed algorithm encrypts a plaintext of sizebid-by
prevent the data to be transferred to the endagseectly. a key size of 64-hits. It uses eight rounds fomgotoon or
The authentication protocols have been used fdecryption process. It overcomes some drawbackbeof
authentication and key-exchange processes. A nether algorithms. It is more efficient and usealolethe
symmetrical encryption algorithm is proposed insthiWireless Local Area Network because it avoids thiag
paper to prevent the outside attacks to obtain aofthe same key with other packets within a messaébe
information from any data-exchange in Wireless llocalgorithm is simple and helpful in avoiding the kers. S-
Area Network(WLAN)[15][21]. BOX generation is the backbone of this algorithtrhds

eight columns and 256 rows; each element consfsés o
bits, see Appendix A for the contents of S-boxds. |
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replaces the input by another code to the outghe.drder
of the columns is changed in each round as follows:

Round 1:
Round 2:
Round 3:
Round 4:
Round 5:
Round 6:
Round 7:
Round 8:

C1C2C3C4C5C6C7C8
C2C3C4C1C8C5C6C7
C3C4C1C2C7C8C5C6
C4C1C2C3C6LC7C8CS
C5C8C7C6C3C2C1C4
C6C5C8C7C2C1C4C3
C7C6C5C8C1C4C3C2
C8C7C6C5C4C3C2C1

Figure (1) combines between keys generation an@ D
encryption. There are two external inputs for keys

generation, Rni and Rv, where i is the round numisdr,
..., 8. Rv has two hexadecimal values, (00 00 00@O0®

available keys. Thus, in each encryption process, a
different key will be used for each round; it givise
impossibility to the hackers to decrypt the ciphext.

The Ryv initial value, (00 00 00 00 00 00 00 00)¢&d to
make synchronization between the transmitter and
receiver when there are troubles appeared in the
decryption process, the receiver must send a medsag
the transmitter to request the reset of Rv valughis case
Rv= (00 00 00 00 00 00 00 00), and the Rni mustktpu

the initial key value. Otherwise, Rv=(FF FF FF HF F

at

FF FF) and Rni= (00 00 00 00 00 00 00 00).

In the data encryption, as round-key generatios, th
message block, 64-bits, is divided into eight ptotapply

00 00) and (FF FF FF FF FF FF FF FF). Rni has Qe 1o the eight columns of the S-BOX. The order o
hexadecimal values, (00 00 00 00 00 00 00 00) &&d {ojymn depends on the round number. The outputef t

initial key value, 64-bits, used at the first tinféhe initial
key, 64-bits, can be the same for all rounds oheaand
can have different initial key as the designer.like

Mj_1{64-bits)
Rnj (64-bits) XOR $-BOX| | 5-BOX
Ry (64-bits) AND
§-BOX
M;(64-bits)

Fig .1 Proposed Algorithm for Encryption

Round-Key generation, at the first time, beginsusing
the first value of Rv, (00 00 00 00 00 00 00 06)avoid
any noise from the feedback of the S-BOX to théiahi
key. Rni equals, at the first time, to initial valof round-
key. Then, the initial value of the key, 64-bitsdisided
into eight parts, 8-bits each. Each part will tdaeea row,
under the same column, having a number equalssto
number plus one, it will find a code, 8-bits, thetl be
used instead of this part. For example, part 3=A2wjll

take the code in the column number 3,accordinghéo t

columns-ordering of the S-BOX in each round, atf
row number 162+1=163 and column number 3, where
in a hexadecimal format equals to 162 as a deocralak.
The eight parts will be replaced by another eighittgy
they will be used as a round-key to encrypt thesags in
each round, and also will feedback to update thmde
key to another key by changing Rv to its secondiesal

S-BOX will be XORed with round-key. The output bkt
XOR gate will be divided into to eight parts to apfo
the S-BOX. The encrypted block will be the inputtbé
next round, see figure (1), The Key generation afhe
round does not depend on the other round-key geoera
The data decryption process is the same as the data
encryption process but, the order of the round-Key,
used in the encryption process will be reversebetased
in the decryption process, and cipher text becanstead
of the plaintext to obtain the decrypted block aes $ame
as the plaintext. The key will be updated by itseifl the
next packet will use different key. Each round wile
different key because the order of columns of tHeCX

is interchanged. If there are NAK from the receivibe
sender will encrypt the packet by the initial kelgfault
case, by applying Rni = Initial key, and Rv=, (@@ 00
00 00 00 00) to reset the system to the defaut.déshe
outsider attack prevents any packet or messageatchr
the receiver, the next packet or message cannot be
decrypted correctly because at this situation e lsed
for encryption is not the same as that used forygion
and these will be no synchronization between thelese
and the receiver. The receiver will know that thése
si?mething wrong in the transmitted message becafise
virus, outside attacks, or environment noise tochiea
correctly. The receiver will send NAK to the sendEne
NAK is a message of all 0-bits and the number & th
damaged packet. The NAK length is 64-bits as thenab

Aréessage. The NAK will be encrypted by the last tgdia

key, as the normal message will be encrypted, cadathe
traffic analysis from the outsider attacks.

This initial key is used only in three cases, tharection
in the first time, NAK, and authentication process.
authentication process, the sender and the receiiter

(FF FF FF FF FF FF FF FF), and also Rni to therothgerchange a secret message encrypted by lastegpda

value, (00 00 00 00 00 00 00 00). So the algorithith
update its round-key by itself, and each round etilbose
its key randomly from 264 = 18,446,744,073,709,654,

key. If this message encrypted again, the encrypted
message will have a different contents than tre tine.
The outside attack cannot find out the key evemef
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knows the title of the company because the encdyjitle
will take other form and the key- generation offreemund
does not depend on each others. The designer @n

different initial keys for eactound to make the system moreThroughput —

secure[12].

of encryption. The throughput of the encryptionestle is
calculated as the total plaintext in bytes encryputivided
Rysthe encryption time [19].

Total plaintext encrypted in bytes /
Encryption time (1)

The new symmetrical algorithm avoids the key exgeanThe CPU process time is the time that a CPU is
between users and reduces the time taken for @wmmitted only to the particular process of caltatss. It

encryption, decryption, and authentication processe

reflects the load of the CPU. The more CPU timasied

operates at a data rate higher than DES, 3DES, AHS the encryption process, the higher is the lo&dhe

UMARAM, RC2 and RC6 algorithms. It is applied on £

text file and an image as an application. The quitog

becomes more secure and high data rate than DESS,3D

AES, RC2, UMARAM and RCS6.

This paper examines a method for evaluating pedona
of selected symmetric encryption of various alduomns.
Encryption algorithms consume a significant amooht

PU. The CPU clock cycles are a metric, reflecting
energy consumption of the CPU while operating on
encryption operations. Each cycle of CPU will cansua
small amount of energy.

The following tasks that will be performed are shoas
below:

e A comparison is conducted between the resultsef th

computing resources such as CPU time, memory, and selected different encryption and decryption scteeme

battery power. Battery power is subjected to thebjgm

in terms of the encryption time at two different

of energy consumption due to encryption algorithms. encoding bases namely; hexadecimal base encoding

Battery technology is increasing at a slower rdtent
other technologies. This causes a “battery gap; 1B].

and in base 64 encoding.
e Astudy is performed on the effect of changing gack

We need a way to make decisions about energy size at power consumption during throughput for

consumption and security to reduce the consumpiion
battery powered devices.

This study evaluates seven different encryption@igms

each selected cryptography algorithm.

* A study is performed on the effect of changing data
types - such as text or document, audio file, dddos
file for each cryptography selected algorithm on

namely; AES, DES, 3DES, RC6,UMARAM and RC2.  power consumption.

The performance measure of encryption schemesbwill
conducted in terms of energy, changing data typasch

e A study is performed on the effect of changing key
size for cryptography selected algorithm on power

as text or document, Audio data and video data powe consumption[16].

consumption, changing packet size and changingskaey
for the above and proposed cryptographic algorithms

4. Experimental Results

This paper is organized as follows. Section 2 gives) pifferent Output Results of Encryption (Base 64
Proposed Symmetrical Algorithm, Section 3 9iVefiexadecimal)

experimental design for metric of new algorithmctBm
4 gives experimental results of the proposed dlgor
Conclusions are presented in section 5.

3. Experimental Design For Metric of Proposed
System:

For our experiment, the data is collected from taptop
IV 2.4 GHz CPU. In the experiments, the laptop gpts
a different file size ranges from 321 K byte to3RMega
Byte139MegaBytes for text data, from 33 Kbytes 263

Experimental results are given in Figures 2 andr3tie
selected seven encryption algorithms at differecbeing
method. Figure 2 shows the results at base 64 emgod
while Figure 3 gives the results of hexadecimalebas
encoding. We can notice that there is no significan
difference at both encoding method. The same fies
encrypted by two methods; we can recognize thatwoe
curves almost give the same results.

4.2 Effect of Changing Packet Size for Cryptograplu
Algorithms on Power Consumption

Kbytes for audio data, and from 4006 Kbytes to 5073

Kbytes for video files.

Several performance metrics are collected: (1) yptmn

4.2.1 Encryption of Different Packet Size

Encryption time is used to calculate the throughgfuan

time, (2) CPU process time, (3) CPU clock cycles argncryption scheme. The throughput of the encryption

battery power, (4) Throughput, (5) Different daypds,
and (6)Different size of data block.

scheme is calculated by dividing the total plaihtéx
Megabytes encrypted on the total encryption tinreesich
algorithm. As the throughput value is increased,gbwer

The encryption time is considered the time that a®nsumption of this encryption technique is deardas

encryption algorithm takes to produce a cipher teth a

plaintext. Encryption time is used to calculate the

throughput of an encryption scheme. It indicatesgbeed
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zso'cr)lme consumption of encryption algorithm (base 64 encoding) Throughput of each Encryption algorithm(MegaByte /sec)

§ 2000 —e— Blow fish 30-
= —8— RC6 =
£ 1500 == . 3%
g / Rajendial »
£ 20
= 1000 DES 3
o
- / > —%— 3DES g1
=1 =
° _gﬁﬁ:f/ ——Rx EX0
L ” = PN 2
o N ——PA E
@ @ @ @ @ @ © @& @ & =5
PR M M M I =
R T A g
PRI P R RN RC2  DES  ES  Rindsl BlowFsh RC5 A
G E & @ !

Cryptographic Algorithm

Packet € Q'\’Q

Fig. 2 Time consumption of encryption algorithm

Fig. 4 Throughput of each encryption algorithm
Experimental results for this compassion point sirewn

Fig. 4 at encryption stage. The results show tipesority 4.3 The Effect of Changing File Type (Audio Filesjor

of Proposed algorithm over other algorithms imt®gmof Cryptography Algorithm on Power Consumption

the processing time. Another point can be noticeteh

that RC6 requires less time than all algorithmsegkc 4.3.1 Encryption of Different Audio Files (Differert
Proposed Algorithm. A third point can be noticedehe Sizes) Encryption Throughput

that AES has an advantage over other 3DES, DES and ) ) )

RC2 in terms of time consumption and throughput. 0 the previous section, the comparison between
fourth point can be noticed here; that 3DES has lo@cryption algorithm has been conducted in text and
throughput when compared with DES. It always respiir between other types of data (Audio file) to chewkjch
more time than DES because of its triple phaseyption One can perform better in this case. Experimersiilts
characteristics. Finally, it is found that RC2 hasv for audio data types are shown in the Figure 6.
performance and low throughput when compared with
other six algorithms in spite of the small key sized. CPU Work Load

In Fig. 7, we show the performance of cryptographic
algorithms in terms of sharing the CPU load. With a

Experimental results for this compassion pointsirewn different audio block size Results show the supityiof
Figure 5 decryption stage. We can find decryptibatt Proposed algorithm over other algorithms in terththe
Proposed Algorithm is better than other algorithims Processing time (CPU work load) and throughput.
throughput and power consumption. The second poifyeother point can

should be noticed here that RC6 requires lessttiae all
algorithms except Proposed Algorithm. A third gdhmat Throughput of each decryption Algorithm(MegaByte/Sec)
can be noticed that AES has an advantage over othg
3DES, DES, RC2.The fourth point that can be comeitle by
is that RC2 still has low performance of these atbo.
Finally, Triple DES (3DES) still requires more tinttean

4.2.2 Decryption of Different Packet Size

DES. g
z 8
Time consumption of encryption algorithm (Hexadecimal encoding) '; j
2500 2
o o0 . . : : : : /
§ 2000 RC2  DES  3DES Rindael BlowFish  RC6 PA
E 1500 % Cryptographic Algorithm
£ 100 / Fig. 5 Throughput of each decryption algorithm
£ / | (Megabyte/Sec)
= 00 —=— Blowfis| . . .
g ° /C':‘/ RCo be noticed here; that RC6 requires less time than a
0 RS Rajendial algorithms except Proposed Algorithm. A third padain
D @ | .
I A It be noticed here; that AES has an advantage over oth
" - . .
KESFLEEEE - Re2 3DES, DES and RC2 in terms of time consumption and
N A\ . . . .
packet ¢S throughput especially in small size file.

(Hexadecimal encoding) performance in terms of power consumption and
throughput when compared with DES. It always resgiir
more time than DES. Finally, it is found that RG&How
performance and low throughput when compared with
other seven algorithms in spite of the small ke sised.
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Throughput of each encryption Algorithm(KiloByte/Sec)

7000+

6000+

5000-

4000+

3000+

2000+

1000+

Throughput(KiloBytes/Sec)

oA
Blowfish RC6 AES DES 3DES RC2
Cryptograhic Algorithm

PA

Fig. 6 Throughput of each encryption algorithml¢Ki

bytes/Second)

Decryption of Different Audio files (Different Sizes)

Decryption Throughput Experimental
compassion point are shown Figure 8.

CPU Work Load

Experimental results for this compassion point sirewn
Figure 9.From the results we found the result assdme

as in encryption process for audio files.

4.4 The Effect of Changing File Type (Video Filesfor
Cryptography Algorithm on Power Consumption

4.4.1 Encryption of different video files (differen sizes)
Encryption Throughput

Now we will make a comparison between other typies o
data (video files) to check which one can perfoetidy in
this case. Experimental results for video data tgpe
shown in the Figure 10.

CPU Work Load
In Figure 11, we show the performance of cryptobyap
algorithms in terms of sharing the CPU load with a

different audio block size.

The results show the superiority of Proposed dlyor

results for thigyer other algorithms in terms of the processingetand

Time Consumption for encrypt different audio files

i

I .| i 1.
F10(8282F8(7844 F8(8884 F7(8830 F8(6867 F6(6488 F4(4677 F8(2826F2(387 kF1(33 k
Kbyt kiyte) ki) kb kbyte Kby kb kit ) by

Packet

0 BlowFish
BRCE

0 Rajendial
0DES

B 3DES
ORC2
BPA

Fig. 7 Time consumption for encrypt different auélies

Throughput of each decryption Algorithm(kilo Byte/sec)

9000

8000

7000

6000
5000

ilobytes/se

= 400

3000

2000
1000
0

Throughp

Blowfish  RC6  AES
Cryptographic Algorithms

DES 3DES RC2

PA

Fig. 8 Throughput of each Decryption algorithm

(Kilobytes / Second)

throughput as the same as in Audio files. Anothantp
can be noticed here; that RC6 still requires lasg thas
throughput greater than all algorithms except Psedo
Algorithm. A third point can be noticed here; tfEES
has low performance in terms of power consumptioth a
throughput when compared with DES. It always resgiir
more time than DES. Finally, it is found that RG&sHow
performance and low throughput when compared with
other six algorithms.

4.4.2 Decryption of Different Video Files (Differet
Sizes)

Decryption Throughput

Experimental results for this compassion point sirewn
Fig. 12.

Time Consumption for Decrypt different audio files

600

o Blowfish

B RO

il

L ores
100

AldidiOy -

" BPA
F1(33k F3(2935 F5(5466 F7(6800 F9(7944
byte)  kbyte) khbyte) khbyte) kbyte)

Packet

w
S
=)

CryFtographic
Algorithms

Fig. 9 Time consumption for decrypt different auélies
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Throughput(Kilobytes/sec)

Throughput of each encryption Algorithm(kiloByte/sec)
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Fig. 10 Throughput of each encryption algorithm

(Kilobytes/sec)
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w
o
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Time consumption for encrypt different video files
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o
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=
o
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F1(4006 k byte) F2(4415 K byte) F3(5078 k byte)

Packet

o

Fig. 11 Time consumption for encrypt differentead

files

CPU Work Load

Experimental results for this compassion pointsrewn

Fig. 13

. From the results we found the result asstiime

as in encryption process for video and audio files.

Throughput of each decryption algorithm(kiloByte/Sec)
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6000
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S 4000

3 3000
2000
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0

Throughput(KiloBytes/s

0.

3DES Rijndael Blowfish RC6 PA
Cryptographic Algorithms

000011

RC2 DES

Fig.

12 Throughput of each decryption algorithm

DurationTime(Millisecond)

Time consumption for decrypt different video files

o Blow fish]
| RC6

O Rajendial
o DES

m 3DES
@RC2
mPA

F1(4,006 k byte)  F2(4,415 k byte)
Packet

F3(5,013 k byte)

Fig.

13 Time consumption for decrypt differentedd

files

4.5 The Effect of Changing Key Size of AES, And RC6
on Power Consumption

The last performance comparison point is changing
different key sizes for AES and RC6 algorithm. &se of
AES, we consider the three different key sizes iptess
i.e., 128-bit, 192-bit and 256-bit keys. The Expwntal
results are shown in Fig.14 and 15.

Time consumption for different key
size far AES and Propased Algorithm

300 -
250 +
200 +
150 -
100 -
50 -
0 B T T

AES128 AES192 AES256 PAG4
Key size

Time in Milliseconds

Fig. 14 Time consumption for different key size &ES
and PA

Time Consumption for different key size for
RC6 and proposed algorithm

TiT

RCE256 RC6192 RCE 128 PAGA

Keysize

480
430
350
230
230
230
150
130

B0

30

DurationTime in Millisecond

Fig. 15 Time consumption for different key size RC6
and PA

In case of AES it can be seen that higher keylsi&és to
clear change in the battery and time consumptibnar
be seen that going from 128-bit key to 192-bit esus
increase in power and time consumption about 8%tand
256-bit key causes an increase of 16% [12]. Alsoase
of RC6, we consider the three different key sizessjble
i.e., 128-bit, 192-bit and 256-bit keys. In caseR#6 it
can be seen that higher key size leads to cleargehan
the battery and time consumption.

5. Conclusion

The selected algorithms are AES, DES, 3DES, RCS6,
RC2,UMARAM and Proposed Algorithm were tested
.Several points can be concluded from the Experiaten
results. Firstly; there is no significant differenwhen the
results are displayed either in hexadecimal baseding

or in base 64 encoding. Secondly; in the case ahgimg
packet size, it was concluded that proposed Algorihas
better performance than other common encryption
algorithms used, followed by RC6. Thirdly; we fitioht
3DES still has low performance compared to algarith
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DES. Fourthly; wend RC2, has disadvantage over §ll6] Aamer

other algorithms in terms of time consumption. I#ift

M. Younus Javed, “ A
Data Encryption

Nadeem, Dr
Performance Comparison of

we find AES has better performance than RC2, DES, a Algorithms ", IEEE International Conference on
3DES. In the case of audio and video files we fotiel Networking, 2009. Pp.84-89.
result as the same as in text and document. Fiirallyge [17] R. Chandramouli, “Battery power-aware

case of changing key size - it can be seen th&iehigey
size leads to clear change in the battery and time System Security (TISSEC), vol. 9, no. 2, pp. 162-
consumption.

[18] K. McKay,
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